db control your data
datafinder protect your business

YOUR MISSION:

to control the proliferation and leakage of confidential data
to unstructured and unsecured files and databases

dbDataFinder provides you with data oriented b .

visibility across the various database and file @dufc’fi"de'
servers employed within your enferprise. ScanerConfiguration:
dbDataFinder is a secure, process oriented =
solution to the problem of data leakage and
proliferation. dboDataFinder delivers tighter con- [
trol over confidential data through its five step  zusers e
process. s tomen R e
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Sean started: 15:May-2007 11-46.01 Scanner Hostname:  EFG.
Files Completed:  15-2y-2007 11-46-35 Scanner Address: 19216818

3 Using e following filter sets. Al specified elem ents within each fiter et mUSt be present to be indudad in the report. Results satisfying ANY Alter st are induded in the report.

ed Credit Card Data elements: Credit Card Number
ed Customer Data elements: Customer Address (CUST_STREET_ADDRESS), Customer Income (CUST_INCOME_LEVEL), Customer Last Name (CUST_LAST_NAME)

Z\USERS\mIg2\SHCustomersPARTIAL x 558

me (CUST LAST_NAME)
(CUST INCOME LEVEL)
(CUST_STREET_ADDRESS)

* |[dentify the sources of confidential data ruseRsmgzsen

* Securely profile user specified data sets e

* Assign data categories and classification

* |dentify copies and subsets of confidential
data in enterprise file and database servers

* Mitigate risk

e (CUST LAST_NANE)
ST_INCOME

(CUS ME_LEVEL)
(CUST_STREET_ADDRESS)

dbDataFinder quickly scans your enterprise to pinpoint sources of confidential data as well as additional subsets,
copies, and exports of that data. dbDataFinder identifies files and databases containing:

* Payment Card Information

* Customer Data

e Personally Identifying Information
e Financial data

e Corporate intellectual property

dbDataFinder uses its combination of data signatures, custom specified search

About | Target Type | Search Type File Scan Options | choose Targets| Scan |

e terms, and a secure profile of your organization’s valued data fo eliminate

S T e false positives and identify exports of your sensitive data to:

e Spreadsheets
* Enterprise and Personal Databases

¥ only scan the first| 10 megabytes of unstructured files * Mail )
o e 55— ot mene s * Archives
| = o wswe || © Over 200 different document types.

dbDataFinder features multiple scanners each tuned to identify the individual data elements that comprise particu-
lar type of data. Scanners include:

e Pll Scanner (Privacy related data)

e PCl Scanner (Customer and payment card data)

* Profiled Data Scanner (User specified data sets)

* Custom Search Term Scanner

* Application Data Scanner (Oracle, PeopleSoft, Seibel)

control your data protect your business www.dbdatafinder.com

Copyright © 2007 Braintree Technology, LLC. All rights reserved.



1010001101010
0010001101001

db
datafinder

dbDataFinder's ability to securely profile
application data enables organizations
to pinpoint internal confidential data

db control y
datafinder

‘Scan started: 15-May-2007_11-10-15 Scanner Hostname: EFG

Scan Target Type: Files Completed:  15-May-2007_11-10-39 Scanner Address: 192.168.1.8 Ieok Ond proliferoﬁon‘ Proﬂle bosed
Profiled Data scanning eliminates false positives result-
Customer Data (Restricted Confidential) . . .
D ing from the existence of files or dato-
T bases containing relevant data types,
Z:\USERS\efg1 . . .
D e O 20 i.e.Pll, butirrelevant data values. Profiling
Customer Last Name (CUST_LAST_NAME) 190
e e o e AL 168 enables a differentiation between files
Customer Address (CUST_STREET_ADDRESS) 180
i e e L containing leaks of corporate HR data
S e e e and the file or database containing
Gustamer AGcress (CUST STREET ASDRESS) 160
- masked or dummy data used for devel-
|Employee Data (Internal Use)
Z:\USERS opment purposes.
File / Object / Match Element ':‘:i;
Z:\USERS\efg1 . etotemn doc 213 . .
- dbDataFinder enables the creation and
e R enforcement of your own data protec-
Z:\USERS\mlg2\stealth . . o . . o
L iddencusiomer dataml 08 fion policies. dbDatafinder filter sets are
used to group individual data elements
(download it >>j www.dbdatafinder.com/download_landing.htmi that, when combined within a file or

database, would represent high risk infor-
mation. Instances where a First and Last
Name may noft in itself constitute high risk. When accompanied within a file with a Social Security number, address
or other personally identifying data, the combination of data elements represents exponentially greater risk.

dbDataFinder enables you to manage your organization’s specific risks by focusing on your data. dbDataFinder
eliminates false positives and finds copies and subsets of the specific data that isimportant to you with pinpoint accu-
racy. dbDataFinder identifies instances where your confidential data has moved or leaked from your structured
database environment to other databases or to file systems in any of over 200 different unstructured file formats.

dbDataFinder speeds the mitigation of risk with concise reports that detail the location and the nature of the data
related risks to your business that exist foday. dbDataFinder is an intfegral part of any data security, classification or
compliance program.

ABOUT US

Founded by information security and data management experts, BrainTree Technology, LLC was founded to
provide solufions to companies that need to manage security for confidential data regardless of its form or wherever
it goes over the course of it useful lifecycle.

BrainTree Technology, LLC Phone 800-806-1571

164-1 Summer Street #428 Email info@dbdatafinder.com

Kingston, MA 02364 Website  www.dbdatafinder.com
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